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Chapter 5
Securing the Outlook
Web Access Server

In this Chapter

With OWA 2003, your organization’s users can access their
mailboxes using a Web browser. OWA 2003 has come a
long way since Exchange 5.5 and 2000; it now looks and
feels very similar to the full Outlook 2003 client. If we
were to describe all the new, cool features of OWA 2003,
we would end up writing several hundred pages, but
because this book is about the security aspects of
Exchange 2003 and Outlook Web Access, this chapter
focuses strictly on OWA security:

B OWA authentication

®  Enabling SSL on OWA

B Restricting user access

®  Allowing password changes through OWA
B Redirecting HTTP to HTTPS

By the time you reach the end of this chapter, you wiill
have gained a proper understanding of the different
authentication methods available in OWA as well as
insight into how to secure the OWA 2003 server by
enabling SSL, how to control user access, and how to
allow users to change their passwords through the OWA
interface. To finish the chapter, we show you a little trick
on how to redirect HTTP requests to HTTPS. For readers
who wonder why we don’t have a section on the new and
exciting forms-based authentication feature, refer to
Chapter 7.

What are we waiting for? Let's get started!
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OWA Authentication

To begin, let’s look at each of the authentication methods available in
OWA 2003.

—

= (/;\\ By THE Book...

P

The OWA virtual directories (also called HTTP virtual servers)
allow you to support a collaborative authoring environment. For
example, when you collaborate on confidential material, it is
important to control who has access to the data. However, if you
also want users outside your organization to access public infor-
mation, you can enable anonymous connections on a separate
HTTP virtual server. To restrict user access, you can use several
authentication methods, but normally a combination of anony-
mous access, Integrated Windows authentication, and basic
authentication is sufficient.

When you install Exchange 2003, several virtual directories are cre-
ated under the Default Web Site in Internet Information Services (IIS).
By default, the OWA (Exchange) Virtual Directory is configured with
basic authentication (no default domain/realm specified) and integrated
Windows authentication as the authentication methods. If for some
reason you need to change or edit these authentication methods, you
should always strive to change any settings through the Exchange System
Manager and not through the IIS Manager. If authentication method
changes are made 1n the IIS Manager, Exchange changes them back to
the configurations set in the Exchange System Manager every 15 min-
utes or after a reboot.

OWA Virtual Directories

Before examining each of the available authentication methods, which
can be set on the OWA virtual directories, we thought it would be a
good idea to give you a short description of each default virtual OWA
directory:

B Exadmin This directory provides Web-based administration
of the HTTP Virtual Server. Among other things, it’s used to
administer public folders from within the Exchange System
Manager. It’s also possible to make custom third-party applica-
tions communicate with the Exadmin folder. This folder is only

o
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configured for Integrated Windows authentication access (see
Figure 5.1).

Figure 5.1 The Exadmin Folder
5

1 Enable anonymous access:

Use the Following Windows user account For anonymaous access:

Liser name: 1USR_TESTS0Z EroWees s
Password: sessesenes

[~ Authenticated access

For the Following authentication methods, user name and password
are required when:

- anonymous access is disabled, or

- access is restricted using MTFS access contral lists

[V Integrated Windows authentication

™ Digest authentication for Windows domain servers
[~ Basic authentication (password is sent in clear text)
[~ NET Passport authentication

Default demain: TESTOOMAIN Selech,.,
Rl Select.

ok | cancel | bl |

m  Exchange The Exchange directory provides mailbox access to
OWA clients. By default, this folder is configured with Basic
and Integrated Windows authentication access. The Active
Directory (AD) domain name is also specified (see Figure 5.2).

Figure 5.2 The Exchange Folder
S

T Enshie anonwmons access:

Use the Following 'Windows user account For anonymous sccess:

User name: USR_TESTS02 Browse, .
Passward: FTTITITITTY

[~ Authenticated access
For the Faollowing authentication methods, user name and password
are required when:

- anonymaus access is disabled, or
- access is vestricked using NTFS access contral lists
¥ Integrated Windows authentication
™ Digest suthentication For Windows domain servers
|V Basic authentication {password is sent in clear text)
[~ .HET Passport authentication

Defaulk domain: TESTDOMAIN Select...
Reealm Select...

ok | cenel | e |

B ExchWeb The ExchWeb folder provides most of the OWA
control functionalities. By default, this folder has anonymous
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access enabled, but don't let this setting fool you. The subfolder
BIN that contains the controls is set to basic and Integrated
Windows authentication (see Figure 5.3). Also note that this
folder is viewable through only the IIS Manager and not the
Exchange System Manager.

Figure 5.3 The ExchWeb Folder
1

- Enabie ananvmous access

Use the following Windows user account For anonymous access:

User name:! IUSR_TESTS0Z Browse...
Password: PP,

[~ Authenticated access
For the Faollowing authentication methods, user name and password
are required when:

- anonymous access is disabled, or
- access is restricked using NTFS access control lists
™ Inkegrated Windows authentication
™ Digest authentication For Windows domain servers
™ Basic authentication {password is sent in clear text)
™ .MET Passport authentication

Default domain; testdamain com Seleck..,
Realm; Select.,,

ok | cancel | el |

B Microsoft-Server-Activesync This directory provides sup-
port for wireless synchronization (Activesync) by Microsoft
Pocket PCs, smartphones, and the like. The folder is by default
set to basic authentication and the default AD domain (see
Figure 5.4).

Figure 5.4 The Microsoft-Server-Activesync Folder
B

User name: I IUSR_TESTS0Z Browse...
Password: Iooooucooo

[~ Authenticated access
For the Following suthentication methods, user name and password
are required when:

- anonymous access is disabled, or
- sccess is restricted using NTFS access conkrol lists
™ Integrated Windows authentication
" Digest authentication for Windows domain servers
[¥ Basic authentication (password is sent in clear text)
[~ NET Passpart authentication

Default domain: I TESTDOMAIN Select...
Realm: I Select...

ok | candl | b |
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B OMA The OMA folder provides Web-based mailbox access
to Pocket PCs, smartphones, and the like. The folder is set by
default to basic authentication and default domain \ (see
Figure 5.5).

Figure 5.5 The OMA Folder
=

(1 Enable anonymous access!

Use the following Windows user account For anonymous access:

User name: IUSR_TESTS02 Browse.
Password: ssssssssns

[~ Authenticated access
For the Follawing authentication methods, user name and password
are required when:
- anonymous access is disabled, or
- access is restricted using NTFS access contral lists
™ Integrated Windows authentication
™ Digest authentication For Windows domain servers
¥ Basic authentication {password is sent in clear text)
™ MET Passport authentication

Defaul domain: 4 Select...
Realm: Sglect...

[l I Cancel | Help |

B Public The Public folder provides users with access to the
Public folders. This folder is set by default to basic and
Integrated Windows authentication and the default AD domain
(see Figure 5.6).

Figure 5.6 The Public Folder
=]

(1 Enable anonymous access!

Use the following Windows user account For anonymous access:

User name: IUSR_TESTS02 Browse.
Password: ssssssssns

[~ Authenticated access
For the fallowing authentication methads, user name and password
are required when:

- anonymous access is disabled, or
- access is restricted using NTFS access contral lists
¥ Integrated Windows authentication
™ Digest authentication For Windows domain servers
¥ Basic authentication {password is sent in clear text)
™ MET Passport authentication

Defaulk domain: TESTDOMAIN Select...
Realm: Sglect...

[l I Cancel | Help |
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Authentication Methods

By default, the authentication method for accessing OWA is basic and/or
Integrated Windows authentication, but actually there are five different
authentication methods that can be used to validate your OWA users:

Anonymous access Enabling anonymous connections allows
HTTP clients to access resources without specifying a
Microsoft Windows 200x user account. Passwords for anony-
mous accounts are not verified; the password is only logged in
the Windows 200x Event Log. By default, anonymous access is
not enabled. The server creates and uses the account

[USR _computername.

Integrated Windows authentication The Integrated
Windows authentication method is enabled by default (except
on front-end servers). This authentication method also requires
HTTP users to have a valid Windows 200x user account and
password to access information. Users are not prompted for
their account names and passwords; instead, the server negoti-
ates with the Windows 2000 security packages installed on the
client computer. This method allows the server to authenticate
users without prompting them for information and without
transmitting unencrypted information across the network.

Digest authentication Digest authentication works only
with Active Directory accounts. It’s quite secure because it
sends a hash value over the network rather than a plaintext
password, as is the case with basic authentication. Digest
authentication works across proxy servers and other firewalls
and is available on Web Distributed Authoring and Versioning
(WebDAV) directories. To use this form of authentication, your
clients must use Internet Explorer 5.0 or later.

Basic authentication Basic authentication transmits user pass-
words across the network as unencrypted information. Although
this method allows users to access all Exchange resources, it is
not very secure. To enhance security, it is strongly advised that
you use SSL with basic authentication to encrypt all information.
We will show you how to enable Secure Socket Layer (SSL) on
your OWA virtual directories in the next section.

.NET Passport authentication .NET Passport authentica-
tion allows your site’s users to create a single sign-in name and
password for easy, secure access to all NET Passport-enabled
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Web sites and services. .NET Passport-enabled sites rely on the
NET Passport central server to authenticate users rather than
hosting and maintaining their own proprietary authentication
systems. However, the .NET Passport central server does not
authorize or deny a specific user’s access to individual .NET
Passport-enabled sites. It is Web site’s responsibility to control
user permissions. Using .NET Passport authentication requires
that a default domain be defined.You probably know the .NET
Passport authentication method from services such as
Microsoft’s MSN Hotmail and Messenger. Note that this
authentication method can be set only through the IIS
Manager, not the Exchange System Manager.

As you can see in Figures 5.7 and 5.8, you can

set all types of

authentication methods on either the HTTP Virtual folders in the
exchange System Manager and/or on the OWA virtual directories under

the Default Web Site in the IIS Manager. As a gene

ral rule, you should

set the authentication methods through the Exchange System Manager
whenever possible, and through the IIS Manager only as a last resort.

Figure 5.7 Setting Authentication Methods Through Exchange

x
Select the authentication method to use for this resource.
I~ Bnorwmous acoess
Users may log onto the anonymous account using any passward
Angnymous account:
IAccount inherited from parent object. LChange.

v Basic suthentication [password is sent in clear text]

Default domain:

ITESTDDMA\N

™ Digest authertication for windows damain servers

¥ Integrated Windows Authentication

The client and server negatiate the Windows Security Support Provider

Interfacs.

Cancel Help

o]
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Figure 5.8 Setting Authentication Methods Through IIS

A
T Enable anomymous seress, ———————————————
Use the following Windows user account For anonymous access:
Password! lT

r~ Authenticated access

For the following authentication methods, user name and password
are required when:

- anonymous access is disabled, or

- access is restricted using NTFS access control lisks

[ Integrated Windows authentication

[™ Digest authentication For Windows domain servers
[¥ Basic authentication (password is senk in clear text)
[~ \MET Passport authentication

Default domain: TESTLOMAIM Select... |
Realm: Select... |

ok | concel | e |

@f ReALITY CHECK...

Before you start experimenting with OWA configuration options,
it's vital that you know the ins and outs of the DS2MB process.
DS2MB stands for Directory Service to Metabase, a method by
which Exchange configuration information in Active Directory is
synchronized to the metabase. The function of the DS2MB syn-
chronization process is to transfer configuration information
from Active Directory to the local metabase. DS2MB is a one-way
process, meaning that you always should make any changes to
your OWA directories through the Exchange System Manager
and not the IIS Manager. Any changes you make to the Exchange
and Public virtual directories via the IS Manager will be lost once
the System Attendant service is restarted (such as after a reboot)
or when the DS2MB process kicks in, which is normally every 15
minutes. The reason is that the DS2MB process always overwrites
the settings in IS Manager with the settings that exist in
Exchange System Manager.

Read, Write, Browse,
and Execute Permissions

In addition to the available authentication methods we’ve discussed, you
can set Read, Write, Browse, and Execute permissions on the various
HTTP virtual folders in the Exchange System Manager (see Figure 5.9).
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In general, you'll rarely have reason to change the default settings. We
will therefore not go into further detail about them in this book, but
instead suggest you take a look at the Exchange Help files for any infor-
mation you require.

Figure 5.9 Read, Write, Browse, and Execute Permissions
Through ESM

Exchange Properties 2=

Gereral Access |

r&ccess Contral
v Bead
¥ Wiite
[ Script souice access

[¥ Directary browsing

i~ Execute Permission;
@ None
" Seripts
" Soiipts and Executables

r~ Authentication Setting:

Enable anonpmous access and edit the
authentication methods for this resource.

0K Cancel Apply Help

Connection Limits

By default, an HTTP virtual server accepts an unlimited number of
inbound connections (or more precisely, 1000—the default limit set in
I1S), but to prevent an Exchange server from becoming overloaded, it’s
possible to specify a limited number of simultaneous connections. This is
done the following way:

1.

2
3.
4

Open the Exchange System Manager.
Drill down to Servers | Server | Protocols | HTTP.
Open the Properties of the respective HTTP virtual server.

Under the General tab, put a check mark in Limit Number
of Connections.

Specify the amount of allowed connection, then click OK.

@f ReALITY CHECK...

For some reason, it's not possible to enable the limited number
of inbound connections on the default HTTP virtual server in the
Exchange System Manager. You can only enable this feature on

o
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additionally created HTTP virtual servers. If you need to set it on
the default one, you need to use an identical feature in IS (more
specifically, by right-clicking the Default Web Site, then
choosing the Performance tab).

You can also limit the length of time that idle connections remain

logged on to the server, also specified under the General tab. If you don’t
use forms-based authentication, it could be a good idea to do this to
reduce the risk of a malicious person accessing your messaging environ-
ment through a running OWA session that a user forgot to disconnect

on a kiosk machine or similar.

Notes from the Underground...

flaw in OWA 2003. Users who use OWA for Exchange Server

would connect to another user’s mailbox at all. The vulnerability

through OWA. This behavior occurs when OWA is used in an

OWA 2003 Security Flaw
In November 2003, the NTBugTraq mailing list found a security

2003 to access their mailboxes could connect to another user’s
mailbox. An attacker seeking to exploit this vulnerability could
not predict which mailbox they would connect to or if they

causes random and unreliable access to mailboxes and is specif-
ically limited to mailboxes that have recently been accessed

Exchange front-end server configuration and when Kerberos
(the preferred Windows authentication protocol, used whenever
possible, and the default protocol used by Exchange Server 2003
between front-end and back-end Exchange servers for OWA) is
disabled as an authentication method for the 1IS Web site that
hosts OWA on the back-end Exchange servers. By default,
Kerberos authentication is used as the HTTP authentication
method between Exchange Server 2003 front-end and back-end
servers.

This vulnerability is exposed only if the Web site that is run-
ning the Exchange Server 2003 programs on the Exchange back-
end server has been configured not to use Kerberos
authentication and OWA is using NTLM authentication. This
configuration change can occur when Microsoft Windows
SharePoint Services are installed on a Windows Server 2003
server that also functions as an Exchange Server 2003 back end.

Read more about this security issue in Microsoft Security
Bulletin MS04-002 at: www.microsoft.com/technet/security/
bulletin/MS04-002.mspx.

o
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Enabling SSL on OWA

If you have OWA clients accessing the organization’s Exchange 2003 server
from an external network, you normally use the basic authentication
method, but by default this method transmits all traffic (including user-
names and passwords!) between the server and the client in cleartext.
Therefore, it’s highly recommended that you encrypt the traftic using SSL.
In this section, we show you step by step how to create and implement
your own SSL certificate using your own certificate authority (CA).
Instead of creating your own SSL certificate, you could buy a third-party
certificate from a provider such as VeriSign, Thawte, or InstantSSL. If you
choose the latter option, the third-party certificate provider typically has
the necessary instructions for you install its specific certificate.

T{f\\ By THE BooK...

By implementing SSL on your OWA virtual directories, you
encrypt the communication between the client browser and the
OWA server itself. This means that your OWA users can safely
access their mailboxes without you having to worry that either
passwords or confidential information in e-mail messages will be
intercepted and used by third parties for malicious purposes. If
you use the basic authentication method and don’t implement
SSL, all data transmitted between the client browser and the
OWA server will be sent in cleartext and unencrypted, meaning
that anyone with a sniffer program could retrieve all information
transmitted. As you might guess, this would be quite a security
hole. Another benefit of enabling SSL is your users’ option to
change their passwords through the OWA interface.

The first thing to do is to decide what server should hold the CA
role. This could be any server, but it’s recommended that you use at least
a member server of your Active Directory domain/forest. Many
Exchange admins in small to midsize organizations choose to install it on
one of the Exchange servers, which is absolutely fine, especially if you
use the Certificate Authority Web Enrollment component, which
requires IIS to be installed on the server.

103
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Installing the
Microsoft Certificate Service

To install the CA component, log on to the server that’s going to hold
the CA service, and then do the following:

1. Click Start | Control Panel | Add or Remove
Programs.
Select Add/Remove Windows Components.

Put a check mark in the Certificate Services box (see
Figure 5.10).

Figure 5.10 Windows Component Wizard

Windows Components
“You can add of remave components of Windows

To add or remave @ component, dlick the cheekbar, 4 shaded box means that only
patt of the component wil be installed. To see what's included in & comporent, click
Detals.

Companenis.

(Hyccessories and Uiies 45ME &

22 N MR LI

Description: Instals & cartification authority [C4] to issue cartficates for uss with
public key securlty programs:

Total disk space requirsd 45ME I
Space available on disk: 140267 MB =

] @%Fax Services

<Beck [ News | Coancel | Hep |

A Microsoft Certificate Services warning dialog box will
appear (see Figure 5.11). The box informs you that you cannot
change the machine name or the domain membership of the
machine while it acts as a certificate server. Read and take note
of this message; otherwise, you could end up in quite a mess.

Figure 5.11 Microsoft Certificates Services Warning box

Microsoft Certificate Services x|

After installing Certificate Services, the machine name and domain membership may not be changed due ko the

! binding of the machine name ko CA information stored in the Active Directory, Changing the machine name or domain
membership would invalidate the certificates issued fram the CA, Please ensure the proper machine name and
domain membership are configured befare installing Certificate Services, Do vou want to continue?
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4. Click Yes, then click Next.

5. Select Enterprise root CA (recommended when you have an
AD), then click Next (see Figure 5.12)

Figure 5.12 Choosing the CA Type

CA Type
Select the typs of CA you want to set up.

' Enterprise root C4)

" Enterprise subordinate CA
" Stand-alone root CA

" Stand-alone subordinate CA

Description of CA tupe
’7The most tiusted C4 in an enterprise. Should be installed before any other Cé,

[~ Use custom settings to generate the key pair and CA certificate

< Back I Hext » I Cancel Help

‘ﬁ REALITY CHECK...

When dealing with OWA environments, you should typically
choose to install an enterprise root certificate service unless a
standalone root certificate service is specifically required. We
won't go into detail on the differences between the types of CA
in this book, but if you want to read more about them, we sug-
gest you take a look at the following two links at Microsoft
Technet:

B Enterprise certification authorities
www.microsoft.com/resources/documentation/Windows
Serv/2003/standard/proddocs/en-us/sag
CSEnterCA.asp?frame=true

m  Stand-alone certification authorities
www.microsoft.com/resources/documentation/Windows
Serv/2003/standard/proddocs/en-
us/sag_CSStandCA.asp?frame=true

Alternatively, check your CA server’s Help file.

In the screen that appears (see Figure 5.13), type in a
common name for this CA. The common name of the CA is
typically the DNS host name or NetBIOS name (computer

o
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name) of the server running the certificate services. In this spe-
cific example, the name of the machine is TESTS01, so we will
enter TESTSO01 in the Common name field. The default
Validity Period of the CA’s self-signed certificate is five years,
which in most cases should be sufficient, so leave this setting at
the default. Click Next.

Figure 5.13 Common Name for this CA

CA Identifying Information
Enter infarmation to identify this CA.

Commen name for this CA
ITESTSm

Distinguished name suffix:
DC=testdomain,D C=com

Preview of distinguished name:
CN=TESTS DC=testdomain,DC=com

Walidity periad: Expiration date:
5 IYeals = 3/16/2003 8:57 PM

< Back I Mext » I Cancel Help

6. On the Certificate Database Settings page (sce Figure
5.14), use the default locations for the Certificate Database and
Certificate Database Log. Note that when the server is part of
an Active Directory, it’s typically not necessary to store configu-
ration information in a shared folder. Click Next.

Figure 5.14 Certificate Database and Log Settings

Certificate Database Settings
Enter locations for the certificate databass, database lng, and configuration
information,

Certificate database:

Browse...
Certificate datshaze log
IE YINDOWShsystem32sCertlog Browse..
™ Store configuration information in a shared folder
Shared folder
| Browise

™| Freserve esisting certficate datzhase

<Back [ Mew> | Concel Help
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7. Another warning dialog box will appear (see Figure 5.15).This
time it informs you that to complete the installation, the IIS
must be stopped temporarily. Click Yes.

Figure 5.15 Warning Dialog Box
x|

Ta complete the installation, Certificate Services must tempararily stop the Internet Information Services. Do you
. want to stop the service now?

@f ReaLTY CHECK

If you haven't enabled Active Server Pages (ASPs) during the IS
installation, a dialog box will notify you that you need to do so if
you wish to use the Certificate Services Web enrollment site. The
dialog box will then give you the choice of enabling ASPs imme-
diately. If you want to use the enrollment site, click Yes.

8. The wizard will now complete the installation of the
Certificate Authority Services. Click Finish (see Figure 5.16).

Figure 5.16 Completing the Windows Component Wizard
=

Completing the Windows
Components Wizard

You havs successtully completed the Windows
Components Wizard

Ta close this wizard, click Finish

9. Close the Add or Remove Components window.

The CA is now installed, and we can issue the necessary SSL certifi-
cate to our OWA virtual directories.

o
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Creating the Certificate Request

Now that we have installed the online Certificate Authority Service, it’s
time to create the Certificate Request for our Exchange 2003 server’s
default Web site. Do the following:

1. Click Start | Administrative Tools | Internet
Information Services (IIS) Manager.

2. Expand Web Sites, right-click Default Web Site, and select
Properties.

3. Click the Directory Security tab (see Figure 5.17).

Figure 5.17 The Directory Security Tab

Default Web Site Properties x|
wiebSite | Performence | ISAPIFters | HomeDirectory |
Documents Directory Security HTTP Headers | Custom Errors

[~ Authentication and access control

Enable snonymous access and edit the
w authentication methods for this resource.

- IP address and domain name restriction:

Grant or deny access to this resource using

@ IP addresses or Internst domain names.,
Edit

[~ Secure cammunication:
Require securs communications and . Certiicat
@ enable cient certficates when this D b
FesoUrce s accessed, -
View Certificate. ..
Edit...

ok I |

4. Under Secure Communications, click the Server
Certificate button.You will be presented with the Web Server
Certificate Wizard screen shown in Figure 5.18. Click Next.

Figure 5.18 Web Server Certificate Wizard

Welcome to the Web Server C ate Wizard. x|
Welcome to the Web Server
Cenrtificate Wizard

This wizard helps you create and administer server
certificates used in secure Web communications
between your server and a client.

Status of your Web Server:

“ou have a certificate installed for the selected
server. Certificate ‘Wizard will help vou to manage
this certificate:

To continue, click Nest

ZBack Cancel
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5. Because we are going to create a new certificate, leave this
screen to with its default settings (see Figure 5.19). Click Next.

Figure 5.19 Create a New Certificate
=

Server Certificate
These are the methods for assigning a certificate to a web site,

Select the method you want to use for this web site:

™ Agsian an existing cerificate
™~ Import a certificate from a Key Manager backup file.
© Import a certificate hom a i file

™~ Copy or Move a certificate from a remote server site to this site

< Back I Mext > I Cancel

6. Because we’re configuring an online enterprise authority, select
the Send the request immediately to an online certifi-
cate authority option from the Delayed or Immediate
Request screen (see Figure 5.20). Click Next.

Figure 5.20 Delayed or Immediate Request

Delayed or Immediate Request
*You can prepare & request ko be sent later, or you can send one
immediately.

Do you want to prepare a certificate request to be sent later, or do you want to send it
immediately to an online certiiication authority?

" Prepare the request now, but send it later

% Send the request immediately ko an online certification authorit

< Back Next > Cancel

7. In the next screen that appears, enter a name for the certificate
in the Name text box (see Figure 5.21).This is only a descrip-
tive name, meaning it doesn’t affect the functionality of the cer-
tificate in any way, so enter something that describes the
certificate. Because the default bit length key in most situations
is sufficient, leave it at its default value of 1024. (This bit length

o
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is capable of generating 128-bit encryption, which is what
we’re going to use.) Click Next.

Figure 5.21 Name and Security Settings
=

Mame and 5 ecuiily Settings
*four new certificate must have a name and a specific bit length

Tupe a name far the new certificate. The name should be easy for vou to refer to and
remember.

Mame:
0wl 551 Certificate

The bit length of the enciyption key determines the certificate's encryption strength.
The greater the bit length, the stronger the security. However, a greater bit length may
decrease performance.

Bit lengthr 1024 -

™ Select cryptographic service provider (C5F) for this certficate

< Back I Newxt > I Cancel

8. We now have the option of specifying our organization and
organizational unit. Using the defaults is just fine (see Figure
5.22). Click Next.

Figure 5.22 Organization Information

Organization Information
‘Your certificate must inchude information about your organization that
distinguishes it from other organizations.

Select or type your organization's name and your organizational unit. This is typically the
legal name of wour organization and the name of your division or department

For fuither information, consult certification authority's Web site

DOrganization

|Tesldumain Corp, j

Diganizational unit
[Testdomain Div] =1

< Back I Nest > I Cancel |

9. In the screen that appears (see Figure 5.23), we need to pay
extra attention, since the common name reflects the external
fully qualified domain name (FQDN). This is the address
external users have to type in their browsers to access OWA
from the Internet. If this common name doesn’t match the
name (FQDN) that the OWA clients connect to, the client will
see an error message. Type your site’s FQDN in the Common
name field. Click Next.

o
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Figure 5.23 Your Site’'s Common Name

Your Site’s Common Name
Your Web site’s common hame is its fully qualified domain name.

Tupe the comman namme for wour site. If the server iz on the Intemet, use a walid DMNS
name. If the server is on the intranet, you may prefer to use the computer's MetBI0S
hame.

If the comman name changes, you will need to obtain a new certificate.

Common name:

mail testdomain. com

< Back I Nest » I Cancel

10.  Type your information in the Country/Region,
State/province, and City/locality boxes (see Figure 5.24).
Click Next.

Figure 5.24 Entering Your Geographical Information

Geographical Information
The certification autharity requires the following geographical information,

LCountry/Region:
Dk, [Denmark) -

State/province:
IEopenhagen j

City/locality:
ICUpenhagsn j

State/province and City/locality must be complete, official names and may nat contain
abbreviations.

< Back. I Hewt> I Cancel

11.  We now have the option of specitying the SSL port for the
Web site (see Figure 5.25). Because SSL typically uses port 443,
leave the defaults. Click Next.
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Figure 5.25 Choosing the SSL Port
xq

SSL Port
Specify the S5L port for this web site

S5L part this web site should use:

< Back I Mest > I Cancel I

12. In Figure 5.26, select the respective certification authority.
Since we only have one in this example, leave the defaults.
Click Next.

Figure 5.26 Choosing a Certification Authority

Choose a Certification Authority
Certficate requests are sent to a cerilication authorily available on your
network.

Select a certification autharity ko process your request

Lertification sutharities:

< Back I Mext > I Cancel

13.  We now have a chance to review the information we specified
throughout the IIS Certificate Wizard. If you find you made a
mistake, this is your final chance to correct it. Carefully review
the information in the Certificate Request Submission screen
(see Figure 5.27), and if you're satisfied, click Next and then
click Finish.
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Figure 5.27 Certificate Request Submission

Certificate Request Submission
“fou have chosen to submit the following certificate request,

s Server * Chapter 5

Tor subrmit this request, click Next

testz02 testdomain. com
TESTSO1

Cattfication Authority:

Request parameters:

Issued To mailtsstdomain.com
Fiiendly Name Owia 551 Cetieate
Country/FRegion DK

State ¢ Provincs Copenhagen

City Copenhagen
Organization Testdomain Carp.

Organizational Unit Testdomain Div:

< Back I Mext > I

Cancel

Note: Because the SSL certificates were created using an online CA,

SSL has been enabled automatically (see Figure 5.28)

.If you used a

third-party certificate or an offline CA, you would have to manually put
a check mark in Require secure channel (SSL) and Require 128-bit

encryption.

Figure 5.28 Secure Communications

¥ e el (5388
¥ Require 128-bit encryption

[~ Client certificates
@ Igngre client certificates
" Accept client certificates
" Require client certificates

I™ Enable client certificate mapping

Client certificates can be mapped ta Windows user
accounts, This allows access control ko resources using
client certificates.

Edit...

I™ Epable certificate trust list

Current CTL I

Editi .

e .

=]

=1

Cancel |

Help |

SSL has now been enabled on our defa
our own Enterprise Certificate Service. Let
it’s supposed to.

14.

ult Web site using
s see 1if it works as

From a client, launch Internet Explorer, then type

http://exchangeserver/exchange.You should see an error

message like the one shown in Figure 5.29.

o
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Figure 5.29 This Page Must Be Viewed Over a Secure Channel
Error Message

i
Fle Edt Vew Faverkes Took Help ‘ e

@Back - ) - (¥ 2] | Ocearch Favortes @ meda 1| (1- L B

Adress [ hetpifjeststijenchangs ECERE

The page must be viewed over a secure channel

The page you are trying to access is secured with Secure Sockets Layer (SSL)

Flease try the following:

« Type https:// at the beginning of the address you are attempting to reach
and press ENTER

HTTP Errar 403 4 - Forbidden: SSL is required to view this resource
Internet Information Services (115)

Technical Information {for support persannel)

« Go to Microsoft Product Suppart Services and perform 2 title search for the
wards HTTP and 403

« Open 115 Help, which is accessible in 115 Manager (instmar), and search
for topics titled About Security, Secure Sockets Layer (S5L), and
About Custom Error Messages

Al

& [ [ [@meme

15. Now type https://tests01/exchange instead. You will be pre-
sented with a Security Alert box like the one shown in Figure
5.30.

Note: The yellow warning icon tells us The name on the security
certificate is invalid or does not match the name of the site. This is
expected, since during this little test we aren’t accessing the site via its
common name (mail.testdomain.com).

Figure 5.30 Security Alert Box
=

Infarmation you exchange with this site cannot be viewed or
changed by others. However, there is a prablem with the site's
secunity certificate.

a The security certificate is from a tusted certifying authority.

o The zecurity certificate date iz valid.

The name oh the security certificate is invalid or does not
match the name of the site

Da you want to procesd?

Wiew Certificate
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16. Click Yes.You will now be prompted for a valid
username/password, as shown in Figure 5.31.

Figure 5.31 User Validation Box
2 x]

2

Connecting ko tests02, kestdomain, com

Lser name: Iﬁ testdomainitestuser1 j J

Password: I LYY YT YT YT

I Remerber my password

ok I Cancel

17.  Enter a valid username and password, and your OWA session
will load (see Figure 5.32).

Figure 5.32 Outlook Web Access Session

=lolx|
[Be ot vew Favoes ook b ||
Ot - O - [ B (3] Lot Tirovois @riede 0 2 5 I
Address [ itos:tests01.testdomain.comjerchangel EEENE
0 cces bo
O (a) fodrew - |2 X |6 R [H - [ O W) @ne g off
v e o n T orene e cameey st
| nbon
Tl catantar
8] comtacs
i
3 puicras
D nes
=] opions
[&Dore [ 15 (@ Trusted skes 7

Notice the little yellow lock icon in the lower-right corner of the

screen; this indicates we’re viewing a secure site, so fortunately our SSL-
enabled OWA site works correctly.
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Notes from the Underground...

SSL in a Front-End/Back-End Scenario

Although it's possible to implement SSL on a front-end (FE)
server, resulting in all transmitted data between the FE and your
client browsers being encrypted, you should be aware that you
can’t use SSL between any FE and back-end (BE) servers—it
simply doesn’t work. This means that if your FE server is placed
in a perimeter network (also known as a demilitarized zone, or
DMZ), all traffic between the FE and BE would be unencrypted.
So if you're planning such a scenario, consider using IPSec
between the FEs and BEs. More and more organizations place
their FEs directly on their private networks (and instead place an
ISA server or similar in the DMZ), which eliminates this security
risk. We will talk more about FE/BE scenarios in Chapter 6.

Third-Party Certificates

In this section so far, we’ve focused strictly on using certificates issued by
our own certificate services authority, but it’s important to mention that
you also have the opportunity to buy a certificate from a third-party
provider such as VeriSign, Thawte, and InstantSSL. In regard to OWA, the
primary benefit of buying a third-party certificate instead of creating your
own is that it automatically will be trusted by your browser clients, which
means the users won’t get the dreaded security warning box, similar to the
one we saw back in Figure 5.30.You also have the option of having your
private certificate trusted by your browser clients, which is done by
installing the certificate on each client. If you go that route, you won'’t get
the security warning box either; therefore, third-party certificates are
mostly only of interest for service providers and other similar organiza-
tions. But keep in mind that if you work in a big corporate OWA environ-
ment, it could be a good idea to consider a third-party certificate to

decrease support costs, since the security warning box can generate lots of
help desk calls.

Restricting User Access

By default, any mail-enabled user in your Exchange organization is
allowed access to his or her mailbox using OWA 2003. Depending on
the type of organization you have to deal with, you might want to
restrict who has access and who doesn’t. You might even want to go as

o
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far as disabling the OWA feature completely. In this section we look at
the various options available for restricting OWA access.

/Z° = By THE Book...

e

Although all users have permissions to access their mailbox
through OWA by default, you might run into situations where
your organization would want to restrict access. This can be
accomplished in several different ways: You can disable access for
specific users or by stopping the HTTP virtual server on the
Exchange server. In addition, you can go as far as to limit what
OWA features should be available to your users. This is done
through what is known as OWA segmentation.

Disabling OWA
Access for a Specific User

Disabling OWA access for a specific user is done through the Active
Directory Users and Computers Microsoft Management Console
(MMC) snap-in. The following procedure will show you how:

1. Click Start | Administrative Tools | Active Directory
Users and Computers.

Choose Properties of a mail-enabled user account.

3. Select the Exchange Features tab (see Figure 5.33).
Figure 5.33 Exchange Features Tab

S IMAF4

[T Bigpefies.. b Enable X Disable

it
Allows the user ko access the maibos with a'web Browser,

0K | Cancel Lpply Help

4. Under Protocols, click Outlook Web Access.

5. Click Disable near the bottom of the screen (refer back to
Figure 5.33).

o
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You have now disabled OWA for this particular user. Now when this
user tries to access his or her mailbox through OWA, he or she will see
an “HTTP Error 403—Forbidden” message (see Figure 5.34).

Figure 5.34 HTTP Error 403—Forbidden

A HTTP 403 (Forbidden) - Microsoft Internet Explorer =10 x|
Fle Edt Vew Fa Tods  Help \ r’.’
QBack - () - ¥ &) 0| searth Favortes @ meda £ | - o B
Address [ hitps:/jmailtestdomain, comjevchange e |ues »

=l

B You are not authorized to view this
page

You might not have permission to view this directary or page using
the credentials you supplied.

If you believe you should be able to view this directory or page,
please try to contact the Web site by using any e-mail address or
phone number that may be listed on the tests02 home page.

You can click @ Search to look for information

an the Internet.

HTTP Error 403 - Farbidden
Internet Explorer

N

[&] pore [ [ |4 meemet

Notes from the Underground...

Disable OWA Access on Users in Bulk

Suppose you need to disable OWA access for 500 user accounts.
You wouldn’t want to do this manually, would you? Don't
worry—the nifty little graphical user interface (GUI)-based
ADModify tool comes to the rescue. With ADModify you can
make bulk changes to the attributes for user accounts in your
AD forest/domain, and to your advantage, one of the options is
to disable HTTP access for them. When you disable HTTP access
for a user, that user can no longer access OWA. You can down-
load ADModify directly from Microsoft Exchange Product
Support Services FTP site from the following URL:
ftp://ftp.microsoft.com/PSS/Tools/Exchange%20Support%20Tool
s/ADModify.

Note: The Microsoft Exchange Product Support Services FTP site
contains a lot of other brilliant Exchange utilities, so it’s highly recom-
mended that you check out its main FTP folder: ftp://ftp.microsoft.
com/PSS/Tools/Exchange%20Support%20Tools

o
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Disabling OWA Access for a Server

You might find yourself in situations where your organization doesn’t
want to allow its users to connect to their mailboxes through OWA at
all. If this is the case, the easiest way to accomplish this goal is to stop the
HTTP Exchange Virtual Server, as follows:

1. Click Start | All Programs | Microsoft Exchange |
System Manager.

2. Expand Servers | Server | Protocols | HTTP (see Figure

Figure 5.35 HTTP Exchange Virtual Server
o
By Bl Action View  Window  Help ‘_ 8] x|
le- @@ FRB|R
[ TESTDOMAIN (Exchange) Exchange Vitual server
{22 bl Settings e T
{23 Recipients B Excdmin
14 Servers B Exchange
= ‘j;; gsuojues 3 Microsoft-Server-ActiveSync
1) First Storage Group Cdoma
=-£3 Protacols 2Pubic

B3 HTTP
| B4 Exchange Virtual Server
-0 IMAR4
{23 NNTP
3 POP3
- SMTP
H w400
B2 Connectors
B Tools
23 Folders

3. Right-click Exchange Virtual Server, then select Stop.

A red cross will now appear over the Exchange Virtual Server icon,
indicating it has been stopped. Any user will from now on receive a “The
Page Cannot Be Displayed” error message when trying to access his or
her mailbox through OWA.

OWA Segmentation

With OWA segmentation, it’s possible to modify the features that are avail-
able in OWA 2003.You could, for example, hide the Tasks, Contacts, or
Public folders from the user’s OWA interface. OWA segmentation can be
done on a per-server or a per-user basis. Per-server segmentation requires
that you modify the Windows registry on the Exchange computer. Per-
user segmentation requires that you modify an Active Directory attribute.

o
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B Per-server segmentation Per-server segmentation in OWA
determines the features that are available for all OWA users
who are hosted on a particular server that is running Microsoft
Exchange Server 2003.

B Per-user segmentation Per-user segmentation in OWA
determines the features that are available for a particular OWA
user or group. Per-user segmentation settings override the per-
server value that you configure on the Exchange 2003 server.

We will not go into detail on how you configure OWA segmenta-
tion in your Exchange 2003 environment in this book, but instead sug-
gest you read the following Microsoft KB article on this subject: 833340:
“How to modify the appearance and the functionality of Outlook Web
Access by using the segmentation feature in Exchange 2003,” which you
will find at: support.microsoft.com/default.aspx?scid=kb;en-us;833340.

Allowing Password
Changes Through OWA

In this section you will learn how to enable the Change Password func-
tionality in OWA 2003.

e

/

(‘ ,\\ By THE BooK...
Because of Microsoft's Trustworthy Computing initiative, one of

the OWA 2003 things that is disabled by default is the user’s
option to change his or4 her account password through the OWA
2003 interface. As you might remember, this option was enabled
by default in Exchange Server 2000, but many organizations actu-
ally disabled the feature because, before Windows 2000 Service
Pack 4, it was considered quite insecure. Before Microsoft released
Windows 2000 Service Pack 4, the technology for changing pass-
words through OWA (or more specifically, through IIS) was based
on HTR files and an ISAPI extension (Ism.dll), which potentially
exposes the Web server to quite a security risk because the ISAPI
extension (Ism.dll) needed to run under the security context of
System. This basically means that if the system is compromised, a
hacker could get full control over the local machine.
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Now the Change Password functionality has been modified
to use Active Server Pages (ASPs), which makes the functionality
more secure, since it is run under the configurable security con-
text of the current process (such as DLLHost, which uses the user,
IWAM_<MachineName>, by default).

Before adjusting the Change Password functionality in OWA 2003,
you first need to implement SSL on your OWA server, as shown earlier
in this chapter.

Creating the
lISADMPWD Virtual Directory

We first need to create a new virtual directory in the IIS Manager, you
should therefore do the following:

1. Log on to the Exchange server.

2. Click Start | All Programs | Administrative Tools |
Internet Services Manager.

Expand Local Computer | Web Sites.

Right-click the Default Web Site and point to New, then
click Virtual Directory.

5. The Virtual Directory Creation Wizard is launched. Click
Next.

6. In the Virtual Directory Creation Wizard, type ISADMPWD
in the Alias box, then click Next (see Figure 5.36).

Figure 5.36 Virtual Directory Creation Wizard
=

Virtual Directory Alias
Specify a short name, or alias, for this vitual directary.

Type the alias pou want to use to gain access to this Web vitual directory. Use the
Fame naming conventions that wou would for naming & directary,

flias
IISADMPWD

< Back I Next > I Cancel

o
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7. You now need to specify the directory path. Type C:\win-
dows\system32\inetsrv\iisadmpwd (see Figure 5.37), then
click Next.

Figure 5.37 Web Site Content Directory
5

‘Web Site Content Directory
‘Where is the content you want to publish on the 'Web site?

Enter the path ta the directory that contains the content for this 'Web site.

Eath:

IE wiindowshspstem32iinetsreiizadmpwd Browse I

< Back I Mest > I Cancel |

8. Verify that only the Read and Run scripts (such as ASP) check
boxes are set, as shown in Figure 5.38, then click Next and
then Finish.

Note: It’s important you only give Read and Run Scripts permis-
sions in Step 8. Giving write permissions would allow a potential hacker
to replace the scripts with his own versions!

Figure 5.38 Virtual Directory Access Permissions
i

¥irtual Directory Access Permissions
Set the access permizsions far this wirtual directam.

Allaw the following permissions:

5

F 8

W Run scripts [such as 45P)

™ Execute [such as 1S4P] applications or CGI)
I~ wiite

I™ Browse

To complete the wizard. click Next _

< Back I Mext» I Cancel
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As you can see in Figure 5.39, we now have a ISADMPWD virtual
directory under our default Web sites.

Figure 5.39 IISADMPWD Virtual Directory

B Internet Information Services (I15) Manager =lolx|
¥ File  Action View Wi Help | 1= x|
c- @ XFRBR(2] > =1 |
{84 Tnternet Information Servicss ame [path
=14 TESTS02 (local computer) | acha.asp
) Application Foals ] aexp.asp
-1 Web Sites sexp2.55
- Defaulk Wb Site | sexiz.esp
| aexpzh.asp
@ Exadmin -
@ Exchange ”4' "
@ Exchivet | sexgd. s
| aexpdb.asp

[# 4 Microsoft-Server-ActiveSync
5 anot.asp

L O | anot3.asp
Public | test.asp
4 Certsry
@ CertContral
g Certrrall
) aspret_clent

£ ) Web Service Extensions

We now have to verify that the ISADMPWD virtual directory has
anonymous access enabled. Otherwise, we can end up in situations where
the client and server go into a so-called endless loop when you attempt to
authenticate users who are prompted to change an expired password. You
can read more about this issue in MS KB Article 275457: “IIS 5.0 May
Loop Infinitely When A User Is Forced to Change Their Password,” at:
support.microsoft.com/?1d=275457.

9. Right-click the IISADMPWD virtual directory, then select
Properties.

10. Select the Directory Security tab, and then under
Authentication and access control, click Edit (see
Figure 5.40).

Figure 5.40 Directory Security Tab
2

Vitual Directory | Documents  Directory Security | HTTP Headers | Custom Errors |

[~ Authentication and access contral

Enable anonymous access and edit the
w authentication methods for this resource, [~

[ IP address and domain name restrictions.

Grant or deny access to this resource Using
TP addresses ar Internet domain niames.

Edk...

[~ Secure communication:
Require secure communications and = p——
@ enable dlint certificates when this artar Cortificdts...
resaurce is accessed, =
Yiew Certificate...
Edt.

oK concel | ey | hep |

o
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11.  Put a check mark in the Enable anonymous access box, as
shown in Figure 5.41.

Figure 5.41 Authentication Methods

Authentication Methods x|
V¥ Enable anonymots access |
Use the following Windows user account For anonymous access:
User name: USR_TESTS02 Browse...

Password: e

- Authenticated acce:
For the Following authentication methods, user name and password
are required when:
- anonymous access is disabled, of
- access s restricted using NTFS access control lists
[V Integrated Windows authentication
I™ Digest authentication For Windows domain sarvers
[V Basic authentication (password is sent in clear bext)
[~ MNET Passport authentication

Default domain: testdomain.com Select...
Realm: Select...

ok | concel | Hep |

12. Click OK twice and close the IIS Manager.

If you are running Exchange Server 2003 on a Windows Server
2000-based machine, there is one more thing to do:You need to reset the
Password ChangeFlags flag in the IIS 5.x Metabase to zero. This is done the
following way:

13. Click Start | Run, and type CMD.

14.  Change to the C:\Inetpub\Adminscripts directory by typing
cd c:\inetpub\adminscripts, and type adsutil.vbs set
w3svc/passwordchangeflags 0.

Enabling the Change
Password Button in OWA

Now it’s time to make the Change Password button visible in OWA.You
do this in the registry of the Exchange 2003 server:

1. On the Exchange server, click Start | Run and type
Regedt32.

2. Navigate to HKEY LOCAL _MACHINE\SYSTEM\
CurrentControlSet\Services\MSExchange WEB\OWA
(see Figure 5.42).

o
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Figure 5.42 Enable Change Password in Registry Editor

ol x|

orites  Help
) MSEchengesRs =] [ Name [Type [ Data
{1 msExchangeTransport | [3B](Defaul) REG_SZ fvalue not set)
{0 MsExchangewes Disat REG_DWORD 0x00000001 (1)
2 #pplications [ab]Level1FileTypes REG_SZ adle, adp, app,asx, bas, bat, chm,cmd,co
Qowa [S]LeveltmETypes  REG_SZ spplication/hts, cinterriet-signup, sppli
Qs [B]LevelzFleTypes REG ST adle,ackp asx,bas, bat,chm, cmd, com,cr
@ vstserver [3B]LveloMIMETypes  REG_SZ et s, applicationfxm,appiication/ht:

MESCNTRS =
g MSSEARCH [¥]useRegionalcharset  REG_DWORD 0x00000001 (1)

{1 MssGatherer
) MSSGTHRSWC
{23 mssindex

] WetDDEdsdm
{3 netlogon
{21 Hetman
] rrdssn

{0 Mpfs B
gl | [ e

My Compy _LOCAL_Ma LrrentContraf otwa

Bl
4

3. Change the value of DisablePassword REG_DWORD from
1 to 0 (see Figure 5.43)

Figure 5.43 Edit DWORD Value
21|

Walue name:

IDisabIePassword

Walue data: Baze——
Iq ' Hexadecimal
" Decimal

()8 I Cancel

4. Close the registry editor.

5. Restart the IIS Services—for example, by opening a command
prompt and typing IISRESET.

Testing the Change
Password Feature in OWA

We now need to check to see if the Change Password option is available,
and last but not least, working as it’s supposed to:

1. Launch Internet Explorer.

2. Enter the URL to OWA—in this example, https://mail.test-
domain.com.

o
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Log on with your username and password.
Click the Options button.

In the Options window, scroll all the way to the bottom, and
click the now visible Change Password button under
Password (see Figure 5.44).

Figure 5.44 Change Password Button

crosoft Qutlook Web Access - Microsoft Internet Explorer _lofx|

e Edt Vew Favortes Help |
Qback - ) - [ F | search cravoites @meda £ | [0+ L [
Address [ ] https:jtests02.testdomain.comiexchangel ~ B |unks >

S| cose| @)l ugor

(e

&

@ lobal Address Lt

© contats

s that were recenty smptisd ram your Deleted Tiams older
‘your Delered Ttams old

el

[@oere ] [ B0 i

If it works, you will be presented with the window shown in
Figure 5.45.

Figure 5.45 Internet Service Manager

5ts02.testdomain.com - IIS - Y [=] S|
-

Internet Service Manager
for Internet Information Server 6.0

Domain [estdomaineom
Account festusert
Old password
Hew password

[ -]

6. To test if we are able to actually change a password, fill out the
fields with a valid user account, as shown in Figure 5.44, then
click OK.You should now see a message stating that your pass-
word was changed successtully.

o
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Depending on your organization’s specific setup, you might experi-
ence what is known as lag time (delayed change) when users change their
passwords. This is especially true if your domain controllers are located at
another site than the OWA servers.

@§ REALITY CHECK...

Be aware that if you have installed Exchange Server 2003 on a
Windows Server 2000 machine (with SP3 or earlier), on which you
also have run the Urlscan 2.5 security tool, you will get an error
message when trying to change your password through OWA. The
reason is that by default, the Urlscan 2.5 security tool blocks files
with the .HTR extension. (Remember, Windows 2000 SP3 and ear-
lier uses the HTR technology for changing passwords.) To resolve
this problem, remove .htr from the Deny Scripts section of the
urlscan.ini file (by default located in C:AWINDOWS\system32\
inetsr\urlscan). If you plan to install the Urlscan 2.5 security tool
on your Exchange 2003 server, there are quite a few things you
should take into consideration, so it's highly recommended that
you read MS KB article 823175, “Fine-Tuning and Known Issues
When You Use the Urlscan Utility in an Exchange 2003
Environment,” at http://support.microsoft.com/?kbid=823175.

Note: If OWA is installed on a Windows Server 2000 with Service
Pack 4 applied or on a Windows Server 2003-based computer, OWA
uses the IIS 6.0 ASP Change Password program. Therefore, OWA is not
affected by .htr files that are not enabled.

Redirecting HTTP
Requests to SSL Requests

Now that we have enabled SSL on our OWA server, your phone is
glowing with calls from frustrated users who can no longer access their
mailboxes through OWA. What do you do? Make the SSL implementation
invisible to your users, of course. In this section we show you how it’s pos-
sible to automatically redirect HTTP requests to SSL requests, simply by
creating a small Web page containing a few snippets of ASP code.
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When using OWA 2003, it's recommended that you require SSL
to encrypt or secure the data to ensure that all data is hidden
from malicious users. We already discussed how to enable SSL on
your OWA site. However, when you configure OWA 2003 to
require SSL for all incoming requests, and a request comes in
using non-SSL such as http:/mail.testdomain.com, OWA (or more
specifically, 11S) will respond with the following error message
similar to the “HTTP 403.4—Forbidden” message: “SSL required
Internet Information Services.” You know that no matter how
much you try to educate your users to type HTTPS:// instead of
HTTP://; there will always be some who just don’t understand the
difference. Therefore, you might want to create an automatic
redirection page that translates all HTTP requests (HTTP://) to SSL
requests (HTTPS://).

To accomplish our goal, we need to perform the following steps:

1. Start Notepad.

2. Insert the text shown in Figure 5.46 into your Notepad
window.

Figure 5.46 Redirect Script in Notepad

I untitled - Motepad -10] x|

File Edit Format Wew Help

<% ,:J
If Reguest.serwvervariables("SERVER_PORT")=80 Then

rim strsecureUrL
strsecurelrRL = "https://"
striecureURL = strSecureURL & Reguest.sServervariables("SERVER_NAME")
strsecurelRL = strsecureUrL & "/Sexchange"
response.Redirect strsecureuURL
End If
3

K| ¥
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Note: The SERVER_PORT and SERVER_NAME in this code
should not be replaced with an actual server port or server name. They
are variables, and the code snippet should be entered as it is shown
without modification.

3. Save the Notepad file in your C:\Inetpub\wwwroot\owaasp
directory (create the owaasp directory) as owahttps.asp or some
other meaningful name (see Figure 5.47).

Figure 5.47 Save OWAHTTPS.ASP Page

savens z2lx|
Savein [ awsasp =2 Q& E

a
My Computer

-
M File name: [owahttps asp

Save I
Cancel

VA

Save as lype: [ Fies

Lef Lef Lo

Encoding [ansi

4. Click Start | Administrative Tools | Internet
Information Services (IIS) Manager.

Expand Local Computer | Web Sites | Default Web Site.

6. Right-click the Exchange Virtual Directory, then click
Properties.

7. Select the Custom Errors tab (see Figure 5.48).

129
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Figure 5.48 The Custom Errors Tab

8.

virtual Directory | Documents | Directory Sacurity | HTTP Headsrs  Custom Errors |
~Error messages for HTTP error
Custom error messages can be an absalute URL on this server or a painter to a
fie
[HTTP Enor Type | Conteris
IS CIWINDOWS\elplistelplcommon'400:him ;4
Defailt  Unauthorized - Logan Failed:
Defauk  “Unauthorized - Logen failed dus to server <.,
Defauk  “Unauthorized - Unautharized dus o ACL an..
Defaul  “Unauthorized - Authorization fFailed by Fiter”
Default  “Unauthorized - Authorization Faied by 154P. .
Default “Unsuthorized - Denied dus ta LRL Authoriz..
File CHWINDOWS|helplisHelp| comman|403-1,htrr
File CHWINDOWS|helpisHelp| comman|403-2 htrr
File W INDOWS|helpisHelp| comman|403-3. htrr
File CH\WINDOWS) helplisHelplcomman|403-4 . bt
Filr TS helntiisHeln cnrmnn 413-5, h?’rr;l
Edis |
ok | el | e | ke |

Select the 403;4 HTTP error, then click Edit. You will now be
presented with the box shown in Figure 5.49.

Figure 5.49 Error-Mapping Properties

10.

11.

Edit Custom Error Properties x|

Error code: 403 SubError Code: 4

Definition: Forbidden - 551 required

Message bype: LIRL

URL: I [owaaspfowahttps,asp

Cancel Help

Lo |

In Message type, select URL, then type /owaasp/
owahttps.asp (or whatever you called the ASP page back in
Step 3) in the URL text box. Click OK.

If you have installed Exchange Server 2003 on a Windows
Server 2000-based machine, you only have one thing left to do,
and you can jump directly to Step 12. But if you are running
Exchange Server 2003 on a Windows 2003 Server, you have an
additional task to complete.

In the IIS Manager, choose the Properties of the OWAASP
folder.

Under Application Settings, click Create, then select
ExchangeApplicationPool under the Application Pool
drop-down box (see Figure 5.50).

o



299_CYA_EXCHG_05.gxd 4/23/04 11:29 AM %e 131

Securing the Outlook Web Access Server * Chapter 5 131

Figure 5.50 Select Application Pool

Directory | bocuments | Drectory Securicy | HTTP Headers | Custom Errors |
The content For this resource should come from:
' The designated directary
! 2 share located o anether computer
A redirection to a LRL

Local path: \owaasp

™ Seript source access ¥ Log visits
W Read [V Index this resource
I~ write

™ Directary browsing

Application settings

Application name: owamsp Remove
Starting pairt: <Default Web Site >|owaa.

jat
Execute permissions:  [Soripts only =

Application pool: ExchangefpplicatiorPool - Wpload

oK concal | woh | men |

12, Restart IIS, as was shown earlier, by opening a command
prompt and typing IISRESET.

We can now type http://mail.testdomain.com in a Web browser
and automatically be redirected to https://mail.testdomain.com.

Your A** Is Covered If You...

M Have a general understanding of OWA authentication and per-
missions

M Enable SSL on your OWA virtual directories

M Know what options you have in regard to restricting user
access to OWA
M Set up an automatic OWA redirect page
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